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Data Protection Policy - outlines our approach to complying with the UK 
GDPR and DPA 2018 and other data regulations, including our roles and 
responsibilities, our compliance with the seven Data Protection principles, 

and handling requests for personal data (SARs) 
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1. Roles and responsibilities 
 
1.1.  The General Optical Council is the Data Controller (ICO registration - 

Z5718812) and are responsible for determining the purpose of data that is 
collected and how it is processed.  

 
1.2.  As part of our commitment to ensuring that due attention is paid to your 

responsibilities, we have a number of Information Governance (IG) roles to 
help us ensure compliance with the legislation.  They are:  

  
Senior Information Risk Owner (SIRO) - Director of Corporate Services 
• accountable to the Council for appropriate and effective information risk 

management  
• responsible for and takes ownership of our IG policies and acts as an advocate for IG 

risks  
• ensures that an effective information assurance governance structure is in place, 

including information asset ownership, reporting, defined roles, and responsibilities 
• ensures that there is a systematic and planned approach to the management and 

quality assurance of our records.  
Data Protection Officer (DPO) - Head of Governance  
• has operational responsibility for data protection within the GOC  
• informs and advises the organisation and its employees about their obligations to 

comply with data legislation  
• providers technical advice and guidance on matters relating to IG  
• monitors compliance with data protection laws, including managing internal data 

protection activities, advising on data protection impact assessments (Impact 
Assessment Screening Tool), training employees, members, workers, and contractors 
and conducting internal audits  

• liaises with the Information Commissioner’s office (ICO) when required, and with other 
regulatory bodies on data protection policy development 

• supported by the Information Governance Officer who deputises in their absence.  
Information Asset Owners - Heads of and those who directly report to Directors  
• accountable to the SIRO for assuring the security and use of their information 

assets  
• identifies, understands, and addresses risk to the information assets that they “own”  
• responsible for managing the information that is produced, received, owned, and 

managed by their business area and ensures that this is in line with our policies  
• continuously reviews and manages their risks  
• reports any concerns to the SIRO bi-annually, or more frequently, if required  
• ensures all employees within their department complete mandatory data protection e-

learning and that they are aware of their responsibilities concerning personal data 
• conducts or initiates privacy impact assessments (Impact Assessment Screening Tool), 

in line with the policy 
• ensures all processes and contractors are documented, especially those in which high-

risk data is processed.  
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Data Processors - all GOC employees, members, workers, contractors and those who 
process data on our behalf  
•  are personally responsible for handling information in line with the data legislation and 

our operational policies and procedures.  
 
2. Data Protection Act 2018 and UK GDPR summary  
 
2.1.  Data Protection Act has two main aims:  

 
2.1.1  to protect individuals’ fundamental rights and freedoms, notably 

privacy rights, in respect of personal data processing; and  
2.1.2  to enable organisations to process personal information in the course 

of legitimate business.  
  
2.2.  Data protection legislation stipulates how we collect and lawfully process 

personal data, which is fair to the individuals the information is about (the data 
subjects) and meets their reasonable expectations.  Processing includes 
virtually anything that can be done to information, including acquisition, 
storage, and destruction.  

  
2.3.  As a data controller, The General Optical Council are responsible for and 

must be able to demonstrate, compliance with the following seven UK GDPR 
and Data Protection principles when processing personal data.  These 
principles (which are set out in Schedule 1 of the Act) require that personal 
information is handled as follows:  

 
Principle 1 – It shall be processed lawfully, fairly, and in a transparent 

manner about individuals. 
Principle 2 – It shall be collected for specified, explicit, and legitimate 

purposes and not further processed in a manner that is 
incompatible with those purposes; further processing for 
archiving purposes in the public interest, scientific or historical 
research purposes or statistical purposes shall not be 
considered to be incompatible with the initial purposes. 

Principle 3 – It shall be adequate, relevant, and limited to what is necessary 
for relation to the purposes for which they are processed. 

Principle 4 – It shall be accurate and, where necessary, kept up to date; 
every reasonable step must be taken to ensure that inaccurate 
personal data, having regard to the purposes for which they are 
processed, are erased, or rectified without delay.  

Principle 5 –  It shall be kept in a form which permits identification of data 
subjects for no longer than is necessary for the purposes for 
which the personal data are processed; personal data may be 
stored for longer periods insofar as the personal data will be 
processed solely for archiving purposes in the public interest, 
scientific or historical research purposes or statistical purposes 
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subject to the implementation of the appropriate technical and 
organisational measures required by the Data Protection Act to 
safeguard the rights and freedoms of individuals.  

Principle 6 – It shall be processed in a manner that ensures appropriate 
security of the personal data, including protection against 
unauthorised or unlawful processing and accidental loss, 
destruction, or damage, using appropriate technical or 
organisational measures.  

 
2.4.   There is an additional principle, known as the ‘accountability principle’, which 

requires public bodies to take responsibility for what they do with personal 
data and how they comply with the other principles. 

 
As such we are required to have appropriate measures and records in place 
to be able to demonstrate our compliance. 

 
3. Information management  
 
3.1.   We will ensure that privacy impact assessments (Impact Assessment 

Screening Tool) are completed as part of our procurement, policy review, and 
project management processes.  

  
3.2.   We will manage an Information Asset Register to ensure that information and 

privacy risks are appropriately managed.  
  
3.3.   We will ensure that our employees, members, workers and contractors and 

other people who work for us are trained in data protection and information 
requests and that their knowledge is refreshed annually.  We will also provide 
supplementary training and guidance to remind our employees and members 
of our operational expectations.  

  
3.4.   We will ensure that there are confidentiality provisions in the contracts of GOC 

employees, members and workers, including temporary employees or 
contractors, and similar instructions for those working on our behalf including 
solicitors, expert witnesses, and third-party suppliers.  

  
3.5. Where no contracts are in place, we will ensure that Data Sharing 

Agreements are established with any third parties.  
  
4.  Lawful basis for processing and privacy notices  
     
4.1.  We are clear that different types of data we process are done so under a 

different lawful basis.  This includes processing by:  
 

4.1.1. Contract – this applies to the employee, member, worker, contractor 
and third-party processor data.  
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4.1.2. Legal obligation – for all data subjects when we are required to 
process their personal data to conduct a legal obligation, such as 
financial checks or complying with a court order.  

4.1.3. Public task – for activity related to our four statutory functions, like 
education and registration of Optometrists, Dispensing Opticians and 
Optical Businesses, and fitness to practise investigations.   

4.1.4. Legitimate interests – for activity related to our general working, 
such as handling queries not related to our functions, corporate 
complaints, or conducting wider research.  

4.1.5. Consent – for our marketing and promotional activities, even when in 
the public interest (but not when the information relates to our public 
task).  The GOC keeps an active register within our CRM system 
which informs us if individuals have given consent.  Individuals will 
always have the right to withdraw their consent at any time by 
emailing ig@optical.org. 

  
4.2.  We are committed to being open and honest with individuals about how we 

intend to use their personal data.  We ensure that data subjects are given a 
privacy notice at the time of collection.  We make every attempt to ensure that 
our privacy notices are uncomplicated, in plain English, and in a reasonably 
prominent position on any hardcopy form or electronic screen.  All new privacy 
notices must be approved by the Data Protection Officer.  We also use our 
privacy statement – published on our website – to go into further detail 
regarding our use of personal data.  

  
4.3. If we make any changes to our privacy notices or statements, we will update 

data subjects using the most appropriate method.  
  
5.  Individual rights  
  
5.1. Every data subject has rights to how their information is handled.  These are 

the rights:  
 

5.1.1.  to be informed - the right to be informed about the collection and use 
of their personal data.  

5.1.2.  of access - the right to access their data and supplementary 
information.  the right of access allows individuals to be aware of and 
verify the lawfulness of the processing. 

5.1.3.  to rectification – the right to have inaccurate personal data rectified 
or completed if it is incomplete.  

5.1.4.  to erasure - the right to have personal data erased.  The right is not 
absolute and only applies in certain circumstances.  

5.1.5.  to restrict processing - the right to request the restriction or 
suppression of their data.  The right is not absolute and only applies in 
certain circumstances.  

mailto:ig@optical.org
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5.1.6.  to data portability - the right to data portability allows individuals to 
obtain and reuse their data for their purposes across different 
services.  

5.1.7. to object - the right to object to processing based on legitimate 
interests or the performance of a task in the public interest/exercise of 
official authority (including profiling); direct marketing (including 
profiling); and processing for purposes of scientific/historical research 
and statistics.  

5.1.8.  about automated decision-making and profiling - the right to be 
provided with information about the automated individual decision-
making, including profiling.  

  
5.2. The lawful basis of processing determines which individual rights can be 

invoked or requested.  More information can be found on www.ico.org.uk.  
  
5.3. All requests to invoke the above rights must be sent immediately to 

foi@optical.org so that the request can be processed, and further guidance 
may be offered to data subjects. 

 

6.  Subject Access Requests (SAR)  

  
6.1. We will process subject access requests (SAR) in line with the Data 

Protection Act.  
  
6.2. Data subjects have the right, upon written request, to be informed 

• whether or not information about them is being processed by us,  
• to be given a description of the information,  
• the purpose of our processing and to whom it may be disclosed, and  
• to be provided with the information we hold in an intelligible form.  

  
6.3. Employees, members, contractors and those working on our behalf must be 

trained to recognise requests for information as the request will not 
necessarily be labelled under the correct legislation and does not require to be 
specifically phrased as a SAR.  
The Information Governance Officer manages SAR requests received, and all 
requests must be sent immediately to foi@optical.org as we must respond to 
all requests within one calendar month (30 days) of receipt.  

 
7.  Information accuracy  
  
7.1. When collecting personal information, we will endeavour to ensure it is 

accurately recorded, especially when provided verbally.  We will periodically 
request that data subjects review the data we hold about them to ensure it 
remains accurate.  

http://www.ico.org.uk/
http://www.ico.org.uk/
http://www.ico.org.uk/
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7.2. We will help data subjects to update and correct their data (rectification), but 

we may require evidence or verification to make some changes for data 
protection purposes.  

  
7.3. We will make every attempt to hold one single version of the information to 

avoid duplication and minimise the risk of data being inaccurate across 
versions.  

  
7.4.  If we receive information from a third party, we will endeavour to find out how 

accurate the information is, if there is any doubt of its accuracy, and when it 
was last verified.  

  
8.  Non-UK information  
  
8.1. We will always seek written consent from the data subject before sending 

any personal information outside of the UK.  Individuals will always have the 
right to withdraw their consent at any time in writing to the GOC. 

  
8.2. We consider Data Protection legislation and regulations during procurement 

and our decision-making.  
  
9.  Volume of personal data  
  
9.1. We are committed to collecting and using only the minimum amount of 

personal data required for the purpose(s) specified.  
 
9.2. Where de-personalised or anonymous information would suit our purposes, 

we will always aim to anonymise the information, to reduce the amount of 
personal data that we hold.  

  
9.3. Each employee, member, worker, contractor or person working on our behalf 

is responsible for managing their outlook mailbox and their personal space on 
the IT systems and is expected to regularly review and delete unnecessary 
emails or documents containing personal information.  This includes the sent 
items, deleted items, and recycle bin.  

  
9.4. The same principle must be applied for shared mailboxes, for which the owner 

will be identified in the Information Asset Register.  
  
10.  Information archiving, retention, and disposal  
  
10.1. We will adhere to our Retention Schedule to ensure that we are not holding 

personal information for longer than necessary.  
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10.2. When archiving information, Information Asset Owners are responsible for 
ensuring that they have an accurate record of the information that has been 
archived, and ensure any boxes of archived material are labelled 
appropriately, including:  

 
10.2.1. Information Asset Owners name and department; 
10.2.2. type of information;  
10.2.3.  box number; and  
10.2.4. date for destruction.   

 
10.3. When archiving, it is important to group documents by type and retention 

length, ensuring that one box only contains information of the same type and 
retention length.  Failure to do so will have implications for adherence to our 
Retention Schedule.  Failure to implement may result in disciplinary 
proceedings.  

  
10.4. When deleting main copies of data, as per the timelines set out in the 

Retention Schedule, a destruction log must be maintained by the Information 
Asset Owner.  This should contain a list of the information destroyed, the 
date, and the method of destruction.  

  
10.5. For paper documents containing personal information, these must be 

securely destroyed in the confidential shredding bins.  
  
11. Information security  
  
11.1. We are committed to protecting all personal information, including in 

collection, storage and transfer.  
  
11.2. Access to personal information will be restricted to those who need to access 

it and have the right to access it.  
 
11.3. Personal information must not be disclosed either orally or in writing, whether 

accidentally or not, to any unauthorised third party without the data subject’s 
consent and without prior authorisation from the Data Protection Officer or 
delegated manager (such as Head of Case Progression or the Information 
Governance Officer).  Data subjects will always have the right to withdraw 
their consent at any time in writing to the GOC. 

  
11.4. For further information about standards of conduct expected from all 

employees, members, and third-party contractors working on our behalf, 
please refer to our Information Security Policy and our IT Policy 
(Information Technology Policy.docx (sharepoint.com)) .  

 
 

https://optical.sharepoint.com/:w:/r/sites/IRIS/_layouts/15/Doc.aspx?sourcedoc=%7BA8A3DDDA-509C-4BA5-96E0-738FFBCB3B16%7D&file=Information%20Technology%20Policy.docx&action=default&mobileredirect=true&DefaultItemOpen=1
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